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Abstract of the contribution: This paper discusses the potential directions and/or solutions for the UAV authorization by UTM and failure handling operations accordingly. 
1. Introduction
Several key issues have been documented in TS 23.754 after last meeting’s discussion, and what this paper discusses KI#2 and KI#5:
"Issue 2: UAV authorization by UTM:
-
How are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM
Issue 5: UAV authorization revocation and (re)authorization failures:

-
How are UAV handled in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior."
The purpose of this paper is to investigate the potential directions/solutions which can provide effectively support for the UAV authorization by UTM from the aspect of the MNO, meanwhile considering the requirements from industries and governments. In addition, it is believed that KI#5 is strongly related to the KI#2 and both of them will be discussed in the paper because different solutions for UAV authorization may lead to fully different failure handling operations.
2. Discussion
OBSERVATION 1: 3GPP system should provide support for UAV identification, authentication, authorization and tracking by UTM.
As mentioned in the requirements on the authentication and authorization in TS 22.125, it is known that "subject to the regional regulation, the different authentication and authorization levels can be: (1) the initial network access authentication and authorization, (2) UAS identity authentication, (3) UAV flight plan authorization, (4) additional UTM service authentications, such as flight monitoring, collision avoidance services, so on."
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If no consideration of any enhancement on current 5G system, obviously except the level (1), level (2) to (4) would be within the scope of UTM’s duties other than the 3GPP system. Therefore what the 3GPP system only have to support is to provide the communication link between UAV (and/or UAVC) to the UTM. And basically two alternatives to provide the link are depicted in Figure 1:
Figure 1 Two alternatives from observation 1
Alternative 1.1: CP-based solution, MNO can provide CP-based communication link, in case that CP NFs can communicate with UTM directly or indirectly by NEF. 
Alternative 1.2: UP-based solution, MNO can provide UP-based communication link, in case the UTM is regarded as the common application server in the data network.
Notice that the CP-based solution should not be excluded at the beginning because this solution can provide more chances for MNO to be involved in the level (2) to (4) or other authentication procedures compared with the UP-based solution. As for what role of 3GPP system in authorization and/or authentication, that is exactly what we are going to do in Rel-17 as described in WT1.3, "Identifying the role of the 3GPP system, if any, in authorization and/or authentication of UAV controller".
PROPOSAL 1: It is proposed that neither the CP-based nor UP-based solution which provides the communication link between UAV (and/or UAVC) and UTM, should be excluded unless no gain of a solution has definitely determined.
OBSERVATION 2: Networked UAVs can be controlled by networked or non-networked UAVC by established user planes, which is different with the communication link between UAV and UTM.
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As depicted in Figure 2, the networked UAVs can be controlled by non-networked UAVC (e.g. the 3rd party application server). And the communication link between networked UAVs and networked UAVCs can be established via the relaying 3rd party AS, or via 5G-LAN like method. 
Figure 2 Two links from observation 1 and 2
According to the different type of communication link1, there are two different combinations:
Alternative 2.1: Considering alternative 1.1, link1 is CP-based and link2 is UP-based.
Alternative 2.2: Considering alternative 1.2, link1 is UP-based and link2 is also UP-based.
OBSERVATION 3: Considering regulatory demands, UAVs can perform flight operations only after authorization by UTM which includes trusted position check and no-fly area check.
Another requirement from SA1 TS 22.125 is: "The 3GPP system should enable an MNO to augment the data sent to a UTM with the following: network-based positioning information of UAV and UAV controller. NOTE: This augmentation may be trust-based (i.e. the MNO informs the UTM that the UAV position information is trusted) or it may be additional location information based on network information". This is an important requirement because the UTM needs the trusted positions of UAVs and/or UAVC to authorise the take-off and flying on areas out of no-fly zones.
Based on the OBSERVATION 2, if considering Alternative 2.1 (link1 is CP-based, link2 is UP-based), there are two potential solutions as follows:
Alternative 3.1: Extended Mobility Restriction, MNO can add the no-fly areas into the limited areas in Mobility Restriction after right mapping from geographical areas into cell-based areas. In this solution, the MNO is involved in geofencing which may be out of 3GPP scope.
Alternative 3.2: Additional CP-based Authentication/Authorization, if the no-fly areas change frequently and too many no-fly areas exist, during or after the primary authentication, the MNO can request additional authorization from an external entity (UTM) and provide trusted position information.
As mentioned above, the MNO will be involved in the part of authorization level (3) or something other. These two CP-based solutions may applicable for some more confidential areas ruled by the nation and reuse the existing mechanisms and abilities as much as possible.

PROPOSAL 2: Based on different regulatory levels, different solutions can be used accordingly.
PROPOSAL 3: When there is a need to ensure the authorization from UTM has been completed before any flight-related operations are performed, Alternative 3.1 and 3.2 can be used.
PROPOSAL 3.1: Based on PROPOSAL 3, if the no-fly areas change frequently and too many no-fly areas exist, Alternative 3.2 can be better than Alternative 3.1.
Based on the OBSERVATION 2 with Alternative 2.2, where the communication link between UAVs and UTM is based on user plane, there is the problem of how it can be ensured that the UAV cannot skip authorisation from the UTM. Or in other words, how can the MNO help find abnormal cases and report them to the UTM?
OBSERVATION 4: Considering Alternative 2.2 (link1 is UP-based, link2 is UP-based) normally the UAVs have to establish UP to the UTM for authorization, and for position related checks UTM can reuse LCS service.
If everything goes well, the UTM can reuse LCS service to get the trusted positions from the MNO and then performs the take-off authorization and no-fly areas check.
According to use cases described in TR 22.825, enforcement of no-fly zones (clause 5.4) and UAV fly range restriction (clause 5.9) describe something needs more processing about the UAV and UAVC’s locations, something enhancement on existing LCS type services can be considered. For example, the use case of UAV fly range restriction may need positioning the UAV and UAVC twice and then calculate the distance to compare with the pre-defined restriction scope. If new event to do mentioned above defined in 5GC, the UTM can just subscribe this event to get notifications.
OBSERVATION 5: Considering Alternative 2.2 (link1 is UP-based, link2 is UP-based), for abnormal cases (e.g. hacked), it cannot ensure the UAVs establish user plane to the UTM for authorization (link1).
Based on this observation, the MNO can do something enhancement before the UAVs have established any one PDU session (assuming the communication layer is credible) to help the UTM find the abnormal cases and complete related authentication/authorization, so the potential solution is as follow:
Alternative 5.1: Enhanced Secondary Authentication, whatever PDU session the UAV is trying to establish, the MNO can provide the UAVID and trusted position to the UTM for related authentication and authorization (including no-fly area check) during the secondary authentication procedures.
PROPOSAL 4: if the communication between UAVs and UTM and communication between UAVs and UAVC/AS are both UP-based, with more security concern about the abnormal cases in UAVs (e.g. hacked), Alternative 5.1 can be used. 
OBSERVATION 6: The handling operations in case of failed (re)authorization or revocation of authorization by the UTM may depend on the methods of KI#2 used for UAV authentication and authorization.
OBSERVATION 7: Whether the MNO can disable the established or upcoming link for C2 purposes depends on the decision from UTM and the capability of detecting the typ of links when the failed authorisation or revocation of authorisation happens.
With Alternative 2.2, the UAS has at least two links: (1) one is between UAS and UTM which is used for monitoring and tracking, and (2) another between the UAV and UAVC; 

If the MNO can detect the different links (e.g. Indication in PDU establishment request or the white lists (e.g. allowed DNNs or IP addresses)), the MNO can receive the Authorized Operations from UTM (if authorization failed) to disable the established or upcoming link between UAS and UAVC and the UTM will take control of the UAV using its link with the UAS.

PROPOSAL 5: The UTM can provide Authorized Operations which can indicate to the MNO to disable established/upcoming PDU sessions or QoS flows based on differentiated types or the white lists (e.g. allowed DNNs or IP addresses).
3. Conclusion and Proposal(s)
It is proposed to agree the following proposal:
PROPOSAL 1: It is proposed that neither the CP-based nor UP-based solution which provides the communication link between UAV (and/or UAVC) and UTM, should be excluded unless no gain of a solution has definitely determined.
PROPOSAL 2: Based on different regulatory levels, different solutions can be used accordingly.
PROPOSAL 3: If flight and non-flight related operations (e.g. firmware update) are both limited/forbidden in some confidential zones before the authorization from UTM has been completed, Alternative 3.1 and 3.2 can be used.
PROPOSAL 3.1: Based on PROPOSAL 3, if the no-fly areas change frequently and too many no-fly areas exist, Alternative 3.2 can be better than Alternative 3.1.
PROPOSAL 4: if the communication between UAVs and UTM and communication between UAVs and UAVC/AS are both UP-based, with more security concern about the abnormal cases in UAVs (e.g. hacked), Alternative 5.1 can be used. 
PROPOSAL 5: The UTM can provide Authorized Operations which can indicate to the MNO to disable target established/upcoming PDU sessions or QoS flows based on differentiated types or the white lists (e.g. allowed DNNs or IP addresses).
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